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Google

STAYING
SAFE ON
GOOGLE/
YOUTUBE

Have you ever wondered how to create a safer online space
for you and/or your child?

Check out this guide on Google's safety tools to learn how you
can protect yourself and/or your child from online harms.

Google

Set
v o content
Google Search I'm Fesling Lucky a nd

Googls offered in: F3(EIH) Bahasa Melayy  gilg

privacy
filters

Use SafeSearch when using Google Search to filter explicit content (including
pornography, violence and gore) from your results.

SafeSearch is automatically enabled for all signed-in users under 18. Parents of younger
users also have the option to block access to Google Search.

Privacy filters

There are default safeguards that prevent personalised ads and ads from age-sensitive
categories for users below 18.

Location history is also turned off by default for all accounts, and users below 18 are
unable to turn it on.

Parents can also supervise their child's Google
activity and establish digital ground rules with

. Fa ml|y Link the Family Link app.
Get started with Family Link here.

() Sewual content @
O Wiolent or repulsive content (F)
() Hateful of shugive contert ()
If you come across inappropriate content on O Harsssmanortuiyios @
Q () Harmful or dangercus acts (3
YouTube, you can make a report by tapping O s & Report
‘More’ next to the video title or coomment, and . .
: : O Inappropriate
then selecting the reason for reporting. e ¢
() Spam or misleading @ Content
() Infringes my rights &

Learn how to make reports on YouTube here. O comneinn o

. ................................................................
Parents can set up a supervised Additionally, YouTube Kids provides a
experience on YouTube with content safer experience for kids and allows
settings for pre-teens and teens. parents to guide their journey.
Learn how to get started here. Learn how to set up YouTube Kids.
. ................................................................
Be Internet Awesome is a Google programme that ‘: Be Internet _
teaches kids the fundamentals of online safety and Awes°"l:
digital citizenship, and helps them to be safe and < Check out
confident explorers of the online world. . -\ more
[ c
Kids can play Interland, an adventure-packed online educational
game that makes learning about digital safety and resources

citizenship interactive and fun.

Learn more about Google and YouTube's
resources, tools and tips to keep yourself and
your loved ones safe online via Google Help

and YouTube’s Privacy and Safety Center.

*Information accurate as of Mar 2023. Please visit the Safety Center for latest updates

Discover more ways to care for your digital
wellness at go.gov.sg/digitalwellness



https://support.google.com/websearch/answer/510?co=GENIE.Platform%253DAndroid&hl=en
https://support.google.com/youtube/answer/2802027?hl=en&co=GENIE.Platform%3DAndroid
https://beinternetawesome.withgoogle.com/en_us/
https://beinternetawesome.withgoogle.com/en_us/interland
https://support.google.com/
https://support.google.com/youtube/topic/2803240?hl=en&ref_topic=6151248
https://safety.google/intl/en_in/
https://go.gov.sg/digitalwellness
http://g.co/familylink
https://support.google.com/families/answer/7101025?hl=en
https://support.google.com/youtube/answer/10314074
https://support.google.com/youtubekids/#topic=12971927
https://www.facebook.com/digitalforlife.sg/
https://www.instagram.com/digitalforlife.sg
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Use
Parental

Supervision
Tools

Check

out more
resources

Instagram helps you manage your screen Managing
time, set a daily reminder on your time limit III
and mute notfifications. Find out more here.

Discover more ways to care for your digital
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STAYING
SAFE ON
INSTAGRAM

Have you ever wondered how to create a safer online space
for you and/or your child?

Friend 2

Friend 3

Check out this guide on Instagram's safety tools to learn how

Qv you can protect yourself and/or your child from online harms.
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< Privacy
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o Managing

@ oo your Privacy
Only use Instagram if you are over 13 years z;“ Settings
of age. People aged below 16 will have a E—
private account by default. Learn more G

o @ a ® & e
about Instagram'’s Privacy Tools here.

Report

Report content that goes against Instagram’s
Community Guidelines and check your
report's status in the Instagram app.

Why are you reporting this post?

False information

Learn how to make a report here.

I just don't like it

— . Visit StopNCll.org for help if you suspect
Scamor faud g someone intends to share your intimate

images on Instagram. If you are a minor (e.g.
below 18), visit Take It Down for help.

Violence or dangerous organizations

< Your Activity @

Timea on Instagram

21n

Dailty Average

your time

Manage You Time

ot Daily Reminder

Modification Settings

<

Followers and following

Learn more about
: Instagram's parental
T . supervision tools
s which provide
parents and
guardians with
insights on how their
teens are using
Instagram.
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Followers and Following
ACCounts conmected Lo your teen, ordered by most
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lﬁ sunflower_power??

& lashes_by_leeS3
3 Leaze

p super_santi_73 N
B Az Deri

o cake_baker_ej

. ................................................................

There is a range of tools that can help you (super sani 7917

control your experience on Instagram .

including Message Controls, Hidden Words Safety Tools

Comment Controls, Blocking, Restrict Mode,
Limits and more. Learn more about these

tools in the Instagram's Help Center.

¢ Instagram Safety Center ¢ Instagram Anti Bullying Hub
¢ Instagram Parents Guide ¢ Tips for Staying Safe on Instagram

(in partnership with the Mediia e Tips for Managing Privacy on Instagram
Literacy Council)

*Information accurate as of Mar 2023. Please visit the Safety Center for latest updates

wellness at go.gov.sg/digitalwellness



https://help.instagram.com/811572406418223/?helpref=hc_fnav
https://help.instagram.com/477434105621119
https://help.instagram.com/484700649522086/?helpref=uf_share
https://help.instagram.com/192435014247952?helpref=uf_permalink
http://stopncii.org/?fbclid=IwAR37JExRyoRaCOYxBUELzfezJVwnMcndFFzGZYmLJezr2K67cH1mkz_XOKI
https://help.instagram.com/195902884574087?helpref=uf_permalink
https://about.instagram.com/blog/announcements/introducing-family-center-and-supervision-tools
https://help.instagram.com/?ref=ig_about
https://about.instagram.com/safety
https://www.betterinternet.sg/-/media/Resources/A-Parents-Guide-to-Instagram.pdf
https://about.instagram.com/community/anti-bullying
https://www.facebook.com/micro_site/url/?click_from_context_menu=true&country=PH&destination=https%3A%2F%2Fabout.instagram.com%2Fblog%2Ftips-and-tricks%2Fprivacy-and-safety-tips-for-instagram&event_type=click&last_nav_impression_id=0v4xUbPJn1FzXob6p&max_percent_page_viewed=92&max_viewport_height_px=917&max_viewport_width_px=1728&orig_http_referrer=https%3A%2F%2Fwww.facebook.com%2Fsafety&orig_request_uri=https%3A%2F%2Fwww.facebook.com%2Fsafety%2Fwomenssafety%2Ftools&primary_cmsid=170121821803219&primary_content_locale=en_US&region=apac&scrolled=true&session_id=0gGif6mhVWaFtKI1H&site=safety_center
https://www.facebook.com/micro_site/url/?click_from_context_menu=true&country=PH&destination=https%3A%2F%2Fhelp.instagram.com%2F667810236572057%3Fhelpref%3Duf_permalink&event_type=click&last_nav_impression_id=0v4xUbPJn1FzXob6p&max_percent_page_viewed=92&max_viewport_height_px=917&max_viewport_width_px=1728&orig_http_referrer=https%3A%2F%2Fwww.facebook.com%2Fsafety&orig_request_uri=https%3A%2F%2Fwww.facebook.com%2Fsafety%2Fwomenssafety%2Ftools&primary_cmsid=170121821803219&primary_content_locale=en_US&region=apac&scrolled=true&session_id=0gGif6mhVWaFtKI1H&site=safety_center
https://about.instagram.com/safety
https://go.gov.sg/digitalwellness
https://takeitdown.ncmec.org/
https://help.instagram.com/585369912141614/?helpref=uf_share
https://about.instagram.com/blog/announcements/introducing-new-tools-to-protect-our-community-from-abuse
https://help.instagram.com/700284123459336/?helpref=uf_share
https://help.instagram.com/4106887762741654/?helpref=uf_share
https://help.instagram.com/426700567389543?ref=ig_about
https://www.facebook.com/digitalforlife.sg/
https://www.instagram.com/digitalforlife.sg
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STAYING
SAFE ON
FACEBOOK

Have you ever wondered how to create a safer online space
for you and/or your child?

Check out this guide on Facebook's safety tools to learn how
you can protect yourself and/or your child from online harms.

Only use Facebook if you are over 13 years of age.

x

Privacy Checkup
wel augh s

Use
Privacy

Checkup
Tools

Control who can view your content, including
selecting a custom audience for your post, and
take steps to keep your account secure.

Learn more Facebook Privacy Tools here.

Anything on Facebook can be reported,
including Pages, Groups, profiles, posts,
photos, videos, comments and advertisements.
Reporﬁng Facebook will remove anything that goes

Content against the Facebook Community Standards.

Learn how to make a report here and check
the report’s status from your Support Inbox.

There are tools on Facebook that help you manage your screen time, set a daily
reminder when you've hit your limit, and mute notfifications.

Learn more about screen time management here.

Managing
your time

[

Manage Your Natifications
£ Nothoion Setings

Wetifcation Setirgs

......

cccccccccc

Use Facebook’s Security Checkup to:

_ % e Get alerts when someone tries logging
Security ' into your account from an

Checkup unrecognised device
Tool = e Protfect your password

e Enable two-factor authentication

How to Ir.eep your account secure Leorn more obouf seﬁing S‘I‘rong
passwords here.

There is a range of tools that can help you control your

experience on Facebook including Comment Controls,

Profanity Filter, Audience Selector, View As, Tag Review, 0
Timeline Review, Snooze, Unfollow and Block. Learn

more about these tools in the Facebook's Help Center.

Safety Tools

e Facebook Safety Center

¢ Facebook Parents Portal

Check

e Facebook Emotional Health
Resource Center

out more
resources

Visit StopNCll.org for help if you suspect someone intends to share your intimate
images on Facebook. If you are a minor (e.g. below 18), visit Take It Down.

*Information accurate as of Mar 2023. Please visit the Safety Center for latest updates

Discover more ways to care for your digital
wellness at go.gov.sg/digitalwellness



https://www.facebook.com/help/238318146535333?helpref=hc_fnav
https://transparency.fb.com/en-gb/policies/community-standards/
https://www.facebook.com/help/1380418588640631/?helpref=hc_fnav
https://www.facebook.com/help/195906499396292
https://www.facebook.com/help/www/1737706169659354?paipv=0&eav=AfawyzAVgv8B8IotCqLFCYdDqFeDieWVHKvGlhqqmdIoThLEtPaIpl2DQt4TWU5yYuQ&_rdr
https://fb.me/securitycheck
https://www.facebook.com/help/124904560921566/
https://www.facebook.com/help
https://www.facebook.com/safety
https://www.facebook.com/safety/parents
https://www.facebook.com/emotional_health
http://stopncii.org/?fbclid=IwAR37JExRyoRaCOYxBUELzfezJVwnMcndFFzGZYmLJezr2K67cH1mkz_XOKI
https://www.facebook.com/safety
https://go.gov.sg/digitalwellness
https://about.fb.com/news/2021/03/more-control-and-context-in-news-feed/
https://www.facebook.com/help/131671940241729?helpref=search&sr=1&query=profanity%20filter&search_session_id=b09316db53e3e10c5fad4d9e51f67be0
https://www.facebook.com/help/120939471321735
https://www.facebook.com/help/288066747875915
https://www.facebook.com/help/247746261926036
https://www.facebook.com/help/168229546579373
https://www.facebook.com/help/538433456491590
https://www.facebook.com/help/190078864497547
https://takeitdown.ncmec.org/
https://www.facebook.com/help/1000976436606344/?helpref=hc_fnav
https://www.facebook.com/digitalforlife.sg/
https://www.instagram.com/digitalforlife.sg

DIGITAL £ g @'@‘@' ﬁ digitalforlife.sg
FOR LIFE Sep?

PLAY IT FORWARD
TikTok

STAYING
SAFE ON
TIKTOK

Have you ever wondered how to create a safer online

space for you and/or your child?
n @

et Check out this guide on TikTok's safety tools to learn how you
can protect yourself and/or your child from online harms.

Use TikTok’s Safety, Privacy & Content Controls to manage

your account information and privacy preferences Pl’iVOCY
e Users aged below 16 will have Private accounts by default Preferences
. o and Content
o !n ResTrlctgd Mode, you can limit the appearance of Controls
inappropriate content
. ................................................................
Report any content that violates TikTok’s
Community Guidelines. Learn how to
make a report here.
L R R °

Parents can supervise their teen’s TikTok

activity through the Family Pairing tool ;
which enables parents to link their ’ ”

TikTok account to their teen's and set

controls including: “ Parental
e Screen time management: Control ry Supervusuon

how long your teen can spend on and

MR e gl TikTok has the Guardian's Guide Resources
e Direct Messages: Restrict who can and Family Safety Toolkit to support

send messages to your teen, or turn teens in staying safe online with

off direct messaging completely resources, tips and tools.

R R e R R °

Decide how much time you’d like to spend on TikTok
daily with the Screen Time Management feature.

The screen time dashboard gives users data about
how and when they use TikTok. Users can opt-in for
‘Weekly screen time updates’ insights to help them

make more intentional decisions about their usage.

TikTok has a 12+ App Store rating in
the Apple App and Google Play
stores. This enables parents to use

device-based controls to prevent P .
rotectin

their child from downloading TikTok. young

To set up a TikTok account, users must users

provide their date of birth. Underage el for TTok. s hanks

users will not be able to proceed with sl

account set up. o

L R R °
TikTok’s Safety Center provides guides  The TikTok's Digital Wellness Hub is an
on safety, privacy, and security for in-app, one-stop portal for mental and
users to manage their experience. cyber wellness resources and

educational content, including helplines
for those in need. To access the portal,
users can search for the keyword
‘mental health” in the TikTok app.

TikTok’s Bullying Prevention Guide
provides support for teens, caregivers,
and educators looking for information
to identify and address bullying and

related forms of abuse. TikTok’s Youth Portal features best
practices on personal privacy and
:E account security, and shares with youths

tips on being good digital citizens.

——

*Information accurate as of Mar 2023. Please visit the Safety Center for latest updates

Discover more ways to care for your digital
wellness at go.gov.sg/digitalwellness



https://www.tiktok.com/safety/en-sg/safety-privacy-controls/
https://www.tiktok.com/community-guidelines?lang=en
https://support.tiktok.com/en/safety-hc/report-a-problem
https://support.tiktok.com/en/safety-hc/account-and-user-safety/user-safety#4
http://www.tiktok.com/safety/en-sg/guardians-guide/
https://sf16-va.tiktokcdn.com/obj/eden-va2/glkuhuyloeh7hupn/TikTokFamilySafetyToolkit.pdf
https://www.tiktok.com/safety/en/
https://www.tiktok.com/safety/en-sg/bullying-prevention/
https://activity.tiktok.com/magic/eco/runtime/release/6155754fbceb71030feef61d?__live_platform__=webcast&appType=webcast
https://www.tiktok.com/safety/youth-portal?lang=en
https://www.tiktok.com/safety/en/
https://go.gov.sg/digitalwellness
https://support.tiktok.com/en/account-and-privacy/account-information/screen-time
https://www.facebook.com/digitalforlife.sg/
https://www.instagram.com/digitalforlife.sg
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STAYING
SAFE ON
TWITTER

Have you ever wondered how to create a safer online space
for you and/or your child?

Check out this guide on Twitter's safety tools to learn how you
can protect yourself and/or your child from online harms.

Muting an account you follow Muting an account you don’t follow Blocking an account
Setting
\ N
9/ \ R ®
—
content
Alice follows and mutes Bob Alice mutes Bob Alice blocks Bob a nd
°
Alice wants to keep following Bob's Alice doesn't want to follow Bob, Alice doesn't want Bob to follow r'vac
account, but she doesn't want to and she doesn't want o see Bob's her or see her Tweets. She doesn’t

sea Bob's Tweets in her timeline. Tweets in her timeline. want to see Bob's Tweets either.

filters

Alice only wants to see content
from Bob that involves her (like
mentions and Direct Messages).

Alice doesn't want to get any

Alice isn't interested in Bob's .
notifications from Bob.

Tweets, but Bob keeps mentioning
her and cluttering her notifications.
timeline,

Bob will see that he's been blocked when he

Bob won't see that he's been muted by Alice. visits Alice’s profile.

Bob won't see that he's been muted by Alica.

Audience and Tagging:
Manage the information that
people can see about you

through media settings

® How fo protect your Tweets

Content you see: Decide what
you see on Twitter

Safety Mode: Manage settings
that limit unwelcome interactions

e Mute or Block accounts on
Twitter to prevent people from
contacting you and seeing
their Tweets

e Report sensitive media

e Determine the fopics that
show up on your profile
® Change who can tag you in o

Unfollow accounts to stop
Photos

seeing their tweets on your o Assess who can direct

home timeline message you o
) . and Control
e Hide sensfnvg content, choose who can reply
what to see in your search o your Tweets
results, and remove muted
and blocked accounts with
Twitter Search
S Find out more on Twitter’'s Help Center. - =
e °

Report abusive behaviours or
potential violations of the Twitter
Rules and Terms of Service.
Learn how to make a report here.

Reporting
inappropriate
content and
behaviour

Who is this report for?

Twitler Spac
Wel-Baing in &
*

st

Use Twitter’s form to report
sensitive content or issues that
affect people’s experience on
Twitter.

e R +1

ual‘( (edbvn

vy oo Tefrar a

Twitter also has a dedicated
Help Center for bystanders on
how they can help someone
experiencing abuse online.

I'd like to report an underage user b

s et s e
Twitter requires L ]
people to be at
least 13 years

old to get an

Important information about
Twitter's age policy

Twitter's services are not intended for
children, and Twitter requires that a persen
st be at least 13 years old to ereate an
account. Some Eurcpean countries may also

“Twitter as a service is not
primarily for children”

Protecting

requira account holders to have parental

account. More
information on
parental consent
to use Twitter is
available here.

consent 1o have a Twitter account,

In these casaes, we may require that a parent,
or legal guardian, consent on the person's
benalf before allowing them to join Twitter.

If you believe somebody is currently using
Twitter and Is underage, please repart it to us
using the form below. Please note, the
reported account owner's age must be
reasonably verifiable as underage in order to

According to our Terms of Service, an individual must be
at least 13 years old or older to create an account
and a date of birth is required to access certain content.

young
users

take action.

< Your Digital Safety Playbook &

The Digital Safety Playbook is
designed to help people feel
safer, be in control, and manage
one’s digital footprint on Twitter.

Check
out more

resources

[ Twitter For Good » @TwitterForGood

December 11, 2021

Your Digital Safety Playbook

This playbook is designed to help you feel safer, be in control, and manage your

digital footprint.
Photo via @TwitterForGood

*Information accurate as of Mar 2023. Please visit the Safety Center for latest updates

Discover more ways to care for your digital
wellness at go.gov.sg/digitalwellness



https://help.twitter.com/en/rules-and-policies/media-settings
https://help.twitter.com/en/safety-and-security/how-to-make-twitter-private-and-public
https://help.twitter.com/en/using-twitter/tweeting-gifs-and-pictures
https://help.twitter.com/en/safety-and-security/sensitive-media
https://help.twitter.com/en/using-twitter/follow-and-unfollow-topics
https://help.twitter.com/en/using-twitter/how-to-unfollow-on-twitter
https://help.twitter.com/en/using-twitter/twitter-search
https://help.twitter.com/en/safety-and-security/safety-mode
https://help.twitter.com/en/using-twitter/twitter-mute
https://help.twitter.com/en/using-twitter/blocking-and-unblocking-accounts
https://help.twitter.com/en/using-twitter/direct-messages#receive
https://help.twitter.com/en/using-twitter/twitter-conversations
https://help.twitter.com/en
https://help.twitter.com/en/rules-and-policies
https://help.twitter.com/en/rules-and-policies/twitter-report-violation
https://help.twitter.com/en/forms/safety-and-sensitive-content
https://help.twitter.com/en/safety-and-security/helping-with-online-abuse
https://help.twitter.com/en/using-twitter/parental-consent
https://about.twitter.com/content/dam/about-twitter/en/tfg/download/twitter-digital-safety-playbook.pdf
https://help.twitter.com/en/safety-and-security
https://go.gov.sg/digitalwellness
https://www.facebook.com/digitalforlife.sg/
https://www.instagram.com/digitalforlife.sg



