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Before you trust or click,

CHECK PLEASE!

VERIFY THE EMAIL

If you suspect that an email from a certain organisation is a
scam, forward the email to the actual organisation to verify
it. Use the email address on the official website. Alerting the

0 1 KEEP YOUR DETAILS PRIVATE organisation helps keep you and others safe.

Use our checklist of 5 tips to help you spot

and counter a phishing scam.

A phishing scam involves receiving an email that looks like it
was sent by a real organisation. It may ask you to provide your
personal information, complete a survey, or pay for a product
or service.

02 CHECK THE “FROM” ADDRESS

Emails sent from real organisations will use legitimate email
addresses. If in doubt, check directly with the organisation to
verify the information.

EXAMINE THE EMAIL
Look out for spelling or grammar mistakes, or poor-quality

graphics. These are signs that the email could be a phishing scam.

BEWARE OF PROMISES AND
4 THREATS

Be suspicious of emails that promise attractive rewards
if you respond by clicking on the provided link. Ignore emails
that bait or threaten you if you don’t respond. Filter or block
these as spam (junk mail) in your email settings.




