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- The Digital Skills for Life (DSL) Guide is a series of booklets which comprise of:
'ntrOd UCt'on e step-by-step instructions and

e quick fips
to help you get online confidently and safely.

It is meant for everyone with or without
any digital experience but is interested

in finding out more about essential p—md
digital skills for daily living. '

Be Safe, Smart & Kind Online

Safeguard against cyber threats; Protect personal
information; Develop a positive online presence.

The essential skills are grouped into
5 competency areas as shown in the
diagram.

Learning outcome of Be Safe,
Smart & Kind Online competency:

Transact

Online 13
Carry out )

online
transactions.

Communicate
Online
Connect

with others
online.

Explore wQ
Information
o |

Able to secure mobile device Online
and accounts as well as .

Search, view
identify and safeguard

inst malici i and retrieve
againstmaliclous onfine information online.
content and scams.

Set up & Use Smart Devices

Set up and operate the basic hardware and
software functions of your mobile device.

The following guide is based on
common software icons and mobile
device settings. Please note that certain
features may differ across different
mobile devices and models.



About ScamShield

ScamShield app is an anti-scam
product developed by Open
Government Products in
collaboration with the National
Crime Prevention Council and
the Singapore Police Force.

Why is it important to
download ScamShield?
Blocks scam calls

Detects scam messages
Report scam messages
and calls

Receive alerts and
notifications of scam trends

a Select Apple App Store

Find and tap "Apple
_'Z\ App Store" on your

mobile device.

Search and Install
ScamShield

< Search

ScamShield
Call Blocking &
Scam Detection

E

N
Or

scan the QR Code below.




Set Up ScamShield App
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a Select Settings a Select Call Blocking ° Enable Call Blocking
and Identification
Find and tap the
“Settings” icon. < Settings Phone {  callBlocking & Identification
CALLS
Select Phone CALL IDENTIFICATION APPS
e Wi-Fi Calling Off —
ScamShield %‘
g Passwords Lalision Dther Devices When Nea.. Allow Call blocking and identification apps
_ to block calls and provide caller ID. These
M Mail Respond with Text apps are not able to access any information
about your incoming calls.
| Contacts Call Forwarding
%+ Calendar Call Waiting
Notes Show My Caller ID
Reminders
Silence Unknown Callers Off
@ Freeform
T%D Call Blocking & Identification =5~
n Voice Memos ‘{3—4

Blocked Contacts

Phone A
o Turn on: Green

Turn off: Grey

SMS/Call Reporting

L. Messages




0 Select Settings

Find and tap the
“Settings” icon.

° Select Messages

Select Unknown
and Spam

- ] Passwords
Mail
= | Contacts

##  Calendar

~ Notes

see®

Reminders

Freeform

Phone

€ Settings Messages

MESSAGE HISTORY

Keep Messages Forever

MENTIONS

Notify Me @

When this is on, you will be notified when
your name is mentioned even if

conversations are muted. Tig

MESSAGE FILTERING

&
n Voice Memos
-
-

Unknown & Spam -‘Q"-

AUDIO MESSAGES

Expire After 2 Minutes

Raise to Listen o

o Enable SMS Filtering

{ Back  Unknown & Spam

MESSAGE FILTERING

Filter Unknown Senders 0

Sort messages from people who are not in
your contacts into a separate list.

SMS FILTERING

None

Al
eme

Raise to Listen allows you to quickly listen

ScamShield 7
Select a filter to automatically sort ST\(A{D_‘

messages into categorised lists. You will not
receive notifications for messages
categorised as Spam.

About SMS Filtering & Privacy...

B\
Messages :PE)_‘




Report Scam Calls and Messages

a Launch ScamShield e Submit Scam Details

Find and tap
@ "ScamShield" on
your mobile device.

Report scams

Scams are reported to SPF

© 7o on fepor

Welcome to Scammer's number (Optional)

ScamShield

Description of the call

Report scam For example, who the caller claims to be or what

Sorry we missed it they are asking you to do.

we'll get them.
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Protect Yourself

510 character(s) left

Secure your Whatsapp with

o Taun-Cinn Mokl i
@ O s
eme
Home Report Alerts




Receive Alerts and Notifications

a Launch ScamShield e Read About The
Find and tap Latest Scams
"ScamShield" on
your mobile device. Alerts

Q TGp On Alen‘s Avoid these latest scams

MOH Scam Calls
4 days ago

Welcome to
Scam S h Ie ld Received a call from an MOH “official
stating that Chinese officials have seized
some COVID-19 related contraband
medicine? Such calls are scams. Hang up
immediately and report the incident. MOH
will never ask for any money from you over

Report scam

Sorry we missed it,

we'll get them.
the phone.

QO RreporTIT

Protect Yourself

OCBC Phishing Scam

5 days ago

In this scam, the bank customers received
SMS messages claiming that their bank
cards were either blocked or deactivated,
or that their bank accounts were locked.
The victims were told to dial a phone
number to reactivate their cards or
accounts.

Secure your Whatsapp with

Twn-Qtan \/arificatinn

@ O

Home Report Alerts

Q.

This resource fakes references from the National Crime Prevention Council, in collaboration with the Singapore Police Force and Open Government Products.
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© 2023 Info-communications Media Development Authority. All rights reserved.
No part of this resource may be used or copied without explicit consent from IMDA.
Materials used in connection with this guide may also be subject to copyright protection.

These are not limited to: documents, slides, images, audio, and video. Unauthorized retention,

duplication, distribution, or modification of copyrighted materials is strictly prohibited.

For more information and
to find your nearest SG
Digital community hubs:

IMDA Contact Centre

+65 6377 3800
info@imda.gov.sg



